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Introduction

* CHERIis a portable security model

* Requires support at the Instruction Set Architecture (ISA)

* |nterface between hardware and software
* But portable between ISA models: Arm, x86 (Intel/AMD), RISC-V, etc.

* Current CHERI support in ISAs
* Proprietary ISA: ARM Morello experimental platform
* Open-source ISA: CHERI for RISC-V
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ARM Morello

* Innovate UK Digital Security by Design program has allowed many
companies to successfully evaluate CHERI technology

* https://www.dsbd.tech/

* Many UK companies would like to purchase CHERI hardware, but
none have a big enough market %mgured Csmase
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Visible commercial hardware activity

* Codasip announced CHERI cores at the RISC-V Summit North America 2023

° Mlcrosoft has released CHERIoOT - an embedded variant of CHERI

Sonata CHERIoT platform from NewAE and lowRISC now available through Mouser:
https://media.newae.com/datasheets/NAE-SONATA-ONE _datasheet.pdf

* Intent to manufacture CHERIOT silicon announced by SCI Semiconductor:
https://scisemi.com

* RecentRISC-V blog: "CHERIoOT: A Study in CHERI":

https://riscv.org/blog/2024/08/cheriot-a-study-in-cheri/

* Microsoft released a 42-page security evaluation report on CHERI in 2023:
https://www.microsoft.com/en-us/research/publication/cheriot-rethinking-security-for-low-cost-embedded-systems/

* ARM has produced the Morello (CHERI-ARM) desktop demonstrator

* HotChips 2022:
https://hc34.hotchips.org/assets/program/conference/dayi/Academia/HC2022.Arm.RichardGrisenthwaite.va_o.pdf

* Google Research is open-sourcing a CHERI-enabled ML accelerator
* Thereis much more activity that is still confidential
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CHERI-RISC-V standardisation at RISC-V International

* CHERITask Group has been setup
* AlexRichardson (Google) and Simon Moore (Cambridge) co-chairing

* (CHERI-RISC-V refines the CHERI architecture embodied in ARM
Morello

* Substantial work has already been undertaken by industry and
academia to draft a CHERI-RISC-V spec:
* GitHub repository: https://github.com/riscv/riscv-cheri
* HTML version of latest draft: https://riscv.github.io/riscv-cheri/

* CHERIAlliance members including Codasip and University of Cambridge
have made major contributions to the spec.
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https://github.com/riscv/riscv-cheri
https://riscv.github.io/riscv-cheri/

CHERI 128-bit capabilities extend integer registers

Virtual address space

Upper bound

1-bit
tag

Pointer

Memor
address Y

" allocation

permissions I bounds compressed relative to address

128-bit
capability

Lower bound

64-bit virtual address

Capabilities extend integer memory addresses

Metadata (bounds, permissions, ...) control how they may be used

* Guarded manipulation controls how capabilities may be
manipulated; e.qg., provenance validity and monotonicity

Tags protect capability integrity/derivation in registers + memory
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Summary of new instructions

&G CHERI

caddi Increment the cap. address by an arbitrary offset modesw Switch current CHERI execution mode
cadd/cmv Increment the cap. address by an arbitrary offset sentry Seal capability as a sentry capability
scaddr Set address of capability to arbitrary address gctag Output the tag of the input capability
scperm Bitwise AND of mask value with architectural (AP) and coerm Output the architectural (AP) and software-defined (SDP)
P software-defined (SDP) bitmap permissions gcp permission fields of the input capability
scmode Capability set CHERI execute mode gchi Output the compressed capability metadata
schi cheeglraecde capability metadata with arbitrary value. Tag always gcbase Output the expanded base address of the input capability
sceq gdog:zjsres two capabilities including tag, metadata and gclen Output the length of the input capability
ccss Tests whether the bounds and permissions of a capability are a cram Output the nearest bounds alignment that a valid capability
subset of another can represent
cbld Build a capability from another
Set base and length of a capability. Tag cleared if encoding
scbnds
cannot represent the bounds exactly
Set based and length of a capability. Base rounded down or
scbndsr : .
length rounded up to fit the encoding.
scbndsi Capability set bounds with 5-bit immediate length
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L oad/Store

* Incapability-mode, the integer base register becomes the
capability register
* So, no new load/store instructions to access data
* Vectorinstructions also use a capability-base register to provide bounds

* Onenew “width” code to access capabilities (Ic, sc, Ir.c, sc.c,
amoswap.c)

* Currently we use the 2x XLEN width encoding (128b for RV64, 64b for
RV32) to access capabilities

* Hypervisor memory instructions also added with new width code
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Other encoding space used

* PTE bits
* 2 or3bits required (RV64 only)

* 10new CSR addresses
* 2 debug (dinfc, dddc)
* 2ineachof M, VS (with hypervisor), S, U (trap data capability, thread id)

* Reserved bits and values

* 1xcause value used for CHERI faults. Corresponding single bit of medeleg
used

* 2 bits used of xenvcfg (“dirty enable” and “register enable”)
* 1 bit used of mseccfg (“register enable”)
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Conclusions

* CHERIis a portable security model that can be applied to any
commercially used microprocessor (Arm, Intel/AMD, RISC-V)

* Major software evaluation by academia and industry using the ARM
Morello prototype hardware platform

* Refinementsto the CHERI approach appear in the CHERI-RISC-V
open-source specification
* Ready for exploitation by start-up companies wishing to innovate
* Opportunities for large established players to use the technology
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