
Incentivising future security



NCSC – National Technical Authority for Cyber Security

Making the UK the 
safest place to live 
and work online



Resilience observations

We face a challenge for how we ensure organisational and societal 
cyber resilience

Evolution of the threats that we face

Challenging opportunity cost of security investment

Complexity and vulnerability of technology estate



Challenges 

Product defects – often well-known classes of vulnerability

Tactical fixes

Unquantified risk

Costs borne by consumers and society at large



PSTI act 

Into effect April 2024
Core principles standardised as ETSI EN 303 645

Default passwords
Support lifetime
Vulnerability reporting





Software code of practice

Voluntary initiative
Establish expectations for developer/vendor 
behaviour

Call for views now closed
Response is in progress
Launch in 2025

NCSC to provide assurance layer, as part of 
PBA









”…additionally, software manufacturers should publish a 

memory safety roadmap by January 1, 2026.”



Market factors and Incentives

Liability 
framework

Financial 
incentives

Transparency

Collaborative 
partnershipsIncentivising 

market action

Return on 
investment for 
digital security

Improve visibility & 
accountability

Encourage wide 
adoption & diffusion

NOT GOVERNMENT POLICY



Thank you for listening
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