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O Goal of CVA6-CHERI Project ®

e Open-source reference design of to-be-ratified Zcheri RISC-V extension
o Accessible & useful to commercial ASIC designers

o Viable in FPGA or ASICB R ooy s T A bontd W G @

o Seed experimentation with hardware and software prototypes

!__' Library of reusable high-quality microarchitectural components

e.g. Tag controller, Compressed capability function library

o Ensure asecond source for a compliant implementation to de-risk earibpters |
e Start with a proven open-source design

o That has been shipped in silicon
o With an active open-source community
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Permissive license
A European Rocket soldierpad, from Apache 2.0

——

O CVAGb

(those who know...)

~760 modules

~54k lines of SystemVerilog ]
O

e Began life as Ariane at ETH Zurich for the PULP project
e Adopted as CVA6 at the OpenHW Group

e Extensively overhauled for modern, principled SystemVerilog s’ryle

CVAG project coordination!

e Very active community and development

~29 commits/month over ~2019
previous 3 months

~2024

~2023

Floating Hypervisor Coherent

Point Multicore II
~2019 ~2023 ~2024

Coherent Vector Dual Issue

Multi
Iole Heere @ CHERI



https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

O CVA6-CHERI Project: A tale of two organizations (e ® ™

Lero-Day Labs

f ’\ Goal: Initial, viable implementation to test interaction of hypervisor
\ and CHERI for mixed-criticality, embedded systems

Capabilities Limited

| \“

Goal: Zcherireference design of sufficient quality and performance to
showcase the potential of CHERI-RISC-V implementations
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O TestRIG

i .
| Specuative Regime| |

® Existing CHERI-RISC-V verification uses TestRIG and the RVFI-DI

interface

® Zero-Day Labs (Bruno $&) developed an initial RVFI-DIl interface =T
O Used to bring up the experimental CHERI-RISC-V specification | =
o One instruction at a fime in the pipeline

® Capabilities Limited completed a robust implementation

O  Fully pipelined
O  Recovers from misprediction

O  Supports compressed instructions

® /cherisupport now in the TestRIG generator
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O

SystemVerilog Capability Library

Reusable Zcheri microarchitectural functions in SystemVerilog and Bluespec

ptrvs

topOk
base0!

return topOk && baseOk

©@®0

capInBounds(CapFat cap, TempFields tf inclusive)

top inclusive ? cap.addrBits <= cap.bounds.topBits

: cap.addrBits < cap.bounds.topBits function is_cap_reg_inbounds cap,

addr_mid = cap.addr_mid;

check_addr = inclusive ? addr_mid <= cap.bounds.top_bits

: addr_mid
(tf.topHi == tf.addrHi) ? ptrVStop : tf.topHi check_top
k (tf.baseHi == tf.addrHi) ? cap.addrBits >= cap.bounds.baseBits check_base
: tf.addrHi

return check_top && check_base;
endfunction

Bluespec

< cap.bounds.top_bits;

: meta_data.addr_hi_r;

SystemVerilog

meta_data, inclusive

meta_data.top_hi_r == meta_data.addr_hi_r) ? check_addr : meta_data.top_hi_r;
meta_data.base_hi_r == meta_data.addr_hi_r) ? addr_mid >= cap.bounds.base_bits

Tidy in both cases. Thanks to Bruno for developing a clean SystemVerilog stylel

@ CHERI


https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

O Capability Library Verification

©@®0

Use SymbiYosys-based

“def_cap_mem_equiv_@arg(is_valid_reg, cap_mem_wrap_is_cap_reg_valid, module_wrap128_isValidCap, 1)
“def_cap_mem_equiv_larg(set_valid_reg, cap_mem_wrap_set_cap_reg_valid, module_wrap128_setValidCap, 1, 129)

e q U iv O | e n C e p ro Ofs b e Twe e n “def_cap_mem_equiv_@arg(is_valid, is_cap_mem_valid, module_wrap128_isValidCap, 1)

def_cap_mem_equiv_larg(set_valid, set_cap_mem_valid, module_wrap128_setValidCap, 1, 129)

B | U es p e C O n d Sys‘l‘e m VG ri | O g :deficapimemiequivjia rg(get_flags, get_cap_mem_flags, module_wrapl28_getFlags, 1)

functions

>21 functions proved
equivalent

Discovered ~5 bugs (one
serious) in the initial library

Used to guide port of
library functions to
Zcheri, which is nearly
complete

def_cap_mem_equiv_larg(set_flags, set_cap_mem_flags, module_wrap128_setFlags, 1, 129)

“def_cap_mem_equiv_@arg(get_hard_perms, get_cap_mem_reg_hperms, module_wrap128_getHardPerms, 12)

“def_cap_mem_equiv_@arg(get_addr, get_cap_mem_addr, module_wrap128_getAddr, 64)

“def_cap_mem_equiv_larg(set_addr_unsafe, set_cap_mem_addr_unsafe, module_wrap128_setAddrUnsafe, 64, 129)
“def_cap_mem_equiv_larg(set_addr_unsafe_reg, cap_mem_wrap_set_cap_reg_addr, module_wrapl28_setAddrUnsafe, 64, 129)
“def_cap_mem_equiv_larg(set_addr_inc_unsafe, set_cap_mem_addr_inc, module_wrap128_addAddrUnsafe, 11, 129)

“def_cap_mem_equiv_@arg(get_base, cap_mem_wrap_get_cap_reg_base, module_wrapl28_getBase, 64)
*def_cap_mem_equiv_@arg(get_top, cap_mem_wrap_get_cap_reg_top, module_wrap128_getTop, 65)

“def_cap_mem_equiv_0@arg(get_length, cap_mem_wrap_get_cap_reg_length, module_wrap128_getLength, 65)
“def_cap_mem_equiv_@arg(get_offset, cap_mem_wrap_get_cap_reg_offset, module_wrap128_getOffset, 64)
“def_cap_mem_equiv_larg(set_addr, cap_mem_wrap_set_cap_reg_address, module_wrapl28_setAddr, 64, 129)
“def_cap_mem_equiv_larg(is_in_bounds, cap_mem_wrap_is_cap_reg_inbounds, module_wrap128_isInBounds, 1, 1)
“def_cap_mem_equiv_larg(set_bounds, cap_mem_wrap_set_cap_reg_bounds, module_wrapl28_setBounds, 64, 128)
“def_cap_mem_equiv_larg_bsv_argconv(set_otype, cap_mem_wrap_set_cap_reg_otype, module_wrap128_setKind, otype_to_bsv_kind, 18, 129)
“def_cap_mem_equiv_larg_bsv_argconv(seal, cap_mem_wrap_seal, module_wrap128_setKind, otype_to_bsv_kind, 18, 129)

“def_cap_mem_equiv_@arg(unseal, cap_mem_wrap_unseal, wrap_bsv_unseal, 129)

Macro which asserts Name the two
equivalence between functions to be
two functions compared

Specify the size
of return type

@ CHERI
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O Pipeline Changes for CVA6-CHERI o *-

What? Your processor

e Added new Cgpgb””'yg doesn't have a CLU?
Logic Unit (CLU)

o Widened register file =
& forwarding paths s !
g E—csééu—n— 3
e Widened PC to full | 23— P
capability & added "°m —
bounds checks i A

Bruno S4, Donato Ferraro, José Martins, Everton Matos,
Andrea Bastoni, and Sandro Pinto. CHERIR.[SCVA
Case Study on the CVA6”, In: RISC-V Summit Europe

e Added CHERI CSRs (e 202
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O Software Bringup on CVA6-CHERI o *-

e We have booted FreeBSD on CVAé6
Genesys2 FPGA (¢ Ruslan Bukin!)

e Bruno has booted CheriBSD on
CVA6-CHERI

e We are adding networking support
fo the demonstration platform fo e
improve usability T e

CheriBSD boot on CVA6-CHERI on FPGA
O®O  Bruno Sa! Q) CHERI
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O Pre-initial Area numbers s

e Bruno reported very early
area number in June 2024

e We have discovered
multiple opportunities for
future improvement

e /cheri will simplify the ISA

e Overhead will only
decreasel

©@®0

Single core CVAG6H-CHERI with TagController support targeting Genesys2 FPGA (no

otmizations yet)

Module FPGA Resources ( + % overhead compared to vanilla CVA6)

LUTs FFs

CVAG6 SoC 101587 (+36%) | 56107 (+33%)
CVAG Core | 68991 (+38%) | 26284 (+31%)

wt_cache_subsystem | 9963 (+23%) A 3034 (+36%)

load/store unit 13818 (+12%) | 9010 (+13%)
execute stage | 26752 (+16%) | 11756 (+12%)

cheri logic unit | 1953 | 0
issue_stage | 22366 (+72%) V 4656 (+38%)
AXI Tag Controller 7948 7762

Bruno S4, Donato Ferraro, José Martins, Everton Matos,
Andrea Bastoni, and Sandro Pinto. “CHERI-RISC-V: A
Case Study on the CVA6”. In: RISC-V Summit Europe
(June 2024).
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) CHERI
THANK YOU

Q & A

This work © 2025 by CHERI Alliance is licensed under CC BY-SA 4.0 (Creative Commons
Attribution-ShareAlike 4.0 International) — https://creativecommons.org/licenses/by-sa/4.0/
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