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Goal of CVA6-CHERI Project

● Open-source reference design of to-be-ratified Zcheri RISC-V extension

○ Accessible & useful to commercial ASIC designers

○ Viable in FPGA or ASIC

○ Seed experimentation with hardware and software prototypes

Library of reusable high-quality microarchitectural components

e.g. Tag controller,  Compressed capability function library

○ Ensure a second source for a compliant implementation to de-risk early adopters

● Start with a proven open-source design

○ That has been shipped in silicon

○ With an active open-source community

System
Verilog

bluespec

Reference design on ~£1000 
Genesys 2 FPGA board
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CVA6

● Began life as Ariane at ETH Zurich for the PULP project

● Adopted as CVA6 at the OpenHW Group

● Extensively overhauled for modern, principled SystemVerilog style

● Very active community and development

A European Rocket
(those who know…)

~2017 

~2020 

~2022 

LowRISC style guide

~29 commits/month over 
previous 3 months

Hypervisor

~2023 

Vector

~2023 

Coherent
Multicore

~2019 

Coherent
Multicore II

~2024 

Dual Issue

~2024 

Floating 
Point

~2019 

Permissive license
soldierpad, from Apache 2.0

~54k lines of SystemVerilog
~760 modules

Thales for shouldering
CVA6 project coordination!
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CVA6-CHERI Project: A tale of two organizations

Zero-Day Labs

Goal: Initial, viable implementation to test interaction of hypervisor
and CHERI for mixed-criticality, embedded systems

Capabilities Limited

Goal: Zcheri reference design of sufficient quality and performance to 
showcase the potential of CHERI-RISC-V implementations
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TestRIG

● Existing CHERI-RISC-V verification uses TestRIG and the RVFI-DII 

interface

● Zero-Day Labs (Bruno Sá) developed an initial RVFI-DII interface

○ Used to bring up the experimental CHERI-RISC-V specification

○ One instruction at a time in the pipeline

● Capabilities Limited completed a robust implementation

○ Fully pipelined

○ Recovers from misprediction

○ Supports compressed instructions

● Zcheri support now in the TestRIG generator
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SystemVerilog Capability Library

Reusable Zcheri microarchitectural functions in SystemVerilog and Bluespec

Tidy in both cases.  Thanks to Bruno for developing a clean SystemVerilog style!

Bluespec SystemVerilog
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Capability Library Verification

● Use SymbiYosys-based 
equivalence proofs between 
Bluespec and SystemVerilog
functions

● >21 functions proved 
equivalent

● Discovered ~5 bugs (one 
serious) in the initial library

● Used to guide port of
library functions to
Zcheri, which is nearly 
complete Macro which asserts 

equivalence between 
two functions

Name the two 
functions to be 

compared
Specify the size 
of return type
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Pipeline Changes for CVA6-CHERI

● Added new Capability 
Logic Unit (CLU)

● Widened register file
& forwarding paths

● Widened PC to full 
capability & added 
bounds checks

● Added CHERI CSRs

What?  Your processor 
doesn’t have a CLU?
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Software Bringup on CVA6-CHERI

● We have booted FreeBSD on CVA6 
Genesys2 FPGA ( Ruslan Bukin!)

● Bruno has booted CheriBSD on 
CVA6-CHERI

● We are adding networking support 
to the demonstration platform to 
improve usability

CheriBSD boot on CVA6-CHERI on FPGA
Bruno Sá!
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Pre-initial Area numbers

● Bruno reported very early 
area number in June 2024

● We have discovered 
multiple opportunities for 
future improvement

● Zcheri will simplify the ISA

● Overhead will only 
decrease!
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THANK YOU
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